An Introduction to
Compliance & Data
Integrity

Dr Shorooq Abukhamees
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The pharmaceutical industry is one of the most
| sectors globally.

o

Our primary focus is on ensuring the quality,
v, and efficacy of medicines that impact
human health.

Compllance W|th regulations and maintaining

y are fundamental to achieving
these goals Thmk of them as the cornerstones
of trust in the medicines we provide.
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~Lui e \What is Compliance?
.(The 'Following the Rules' Concept)

Compliance simply means adhering to the rules, regulations, guidelines,

and standards set by various authorities. ( /N A¢ Exa—o! CH) -

These rules are established by regulatory bodies like the FDA, EMA, and

local health authorities.

The purpose of complignce is to ensure:

- Patient safety i?wToa-mq}my?)lﬂnt.;_ ")]Q%@J.O—p Gl lmR)rb()Lc Joll 10y
- Product quality is consistently rr}laintained.
- Ethical practices are followed throughout the lifecycle of a medicine.

Analogy: Imagine a sports game — there are rules to ensure fair play and

safety. Pharmaceutical comupliance serves a similar purpose for

medicines.w‘@fﬁ’;ljfg\_f} S




_ Areas of Pharmaceutical
Ll ol Copepl< um *’Compliance

U Compliance extends across various aspects of the pharmaceutical
industry:

- Good Manufacturing Practices (GMP): Ensuring medicines are
‘ consistently produced and controlled according to quality standards.

.CE%:*!«@- Good Clinical Practices (GCP): Ensuring ethical and scientific integrity in

clinical trials.

- Good Laboratory Practices (GLP): Ensuring quality and validity in non- dylucic
clinical studies. s%.
- Good Distribution Practices (GDP): Ensuring theg&uallty and integrity of
medicines throughout the skjpply chain. B utwp U8

- Pharmacovigilance: Monltonng\lf#edsafety of medicines after they are on

the market.

Example of Compliance - GMP in
Manufacturing

e e —

Scenario: Manufacturing a batch of tablets for blood pressure.

» GMP Compliance in Action:
(D Cleanliness: The facility and equipment must be ymeticulously

cleaned and sanitized to prevent contamination a(wrode ecmm for Clos Cbnlammrm,l

(©) Documentation: Every step of the manufacturing process must be
documented accurately and completely.

@- Personnel Training: Staff must be trained on procedures and
hygiene practices.

- (Equipment Calibration: Measuring equipment must be regularly
calibrated for accuracy.

- GRP oS (& oF

» Non-compliance Example: FaIsn‘ymg a cIeanlng log, potentially
exposing the next batch to re5|dues 8’ N3
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Example of Compliance - GCP in
Clinical Trials

e

Scenario: Testing a new vaccine for its effectiveness and safety in
human volunteers.

> GCP Compliance in Action:

- Informed Consent: Volunteers must be fully informed before
i@ Y @greeing to participate.

Asd‘@ Data Privacy: Patient data must be kept'confidential'and secure.

@ -ﬂeport and investigate adverse
effects. , @odha

@- : Follow the pre-defined study plan
meticulously. -

» Non-compliance Example: Enrolling a patient who doesn't meet"
inclusion criteria, skewing results. hf’am)ﬁ Volynleer q.LJB Jia

flg NYJou)

7 .'MW}P.__@SOJSM&MJ




SAohh

What is Data Integrity?
. (The '"Trustworthy Information' Concept)
e BESTE
* Data Integrity refers to the completeness, consistency, accuracy,
trustworthiness, and reliability of data throughout its entire lifecycle.

s —

. Itensuresda!a U’lcw[;,

@ Accurate decision- -making regarding product quality and safety.
© Demonstrating compliance to regulatory authorities.
@ Ensuring reliability of research findings.

* Analogy: Think of financial records. If incorrect or tampered with, the
entire financial picture is unreliable. Data integrity applies this

. . . . E
principle to pharmaceutical information.
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The ALCOA(+C) Prmu%%s of Data
c owols ALLOA  |ntegrity
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What is ALCOA (+C) stands for

/
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The ALCOA(+C) Principles of Data
o Integrity

1) Attribu.tal‘ale:

All generated data must be traceable to the &lcable instrument and the
person who generated the data. The date and tlme of the collection or
generation of data should also be recorded. For example, A correction in
the record should be initjaled'and dated to show when and who made the

inLQ]OID correction. Sadwerp b WC(@'—"W(”@U—’%KWM
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2) Legible (Readable):.J:J—'J’J)-gC%“b-w by « Mo

Data should be easy to understand, recorded permanently, and preserved
in its original form. There should be no overwriting, All the corrections
need to be clearly written with proper justification. For example, when
making corrections to a record, it should be struck/using a single line, to

ensure the data is legible. % qw' L_L(ﬁ Q/J)
EIOJ oo cfip wl
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The ALCOA(+C) Principles of Data
Integrity

: \
3) Contemporaneous (Online Record):

Contemporaneous means data should be recorded at the time work is
performed. Date and time entries should follow in chronological order.

Olodh G 1e dop hla(ush *-
Data should never be backdated. s ot 4G oy Gt ¥

4) Original: qu_,j_y . Clmmmdw

Source data or Primary is a medium in which the data point is recorded for

the first time. This could be an approved form or protocol or a dedicated
notebook.

5) Accurate (Error Free):

To achieve accurate data, the data should be error-free, complete, truthful
and it should reflect the observation made. If any correction is made to the
data, it should record that who has made the corrected and when it is made.

~alL e (4 ol ¥ %
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* Avadilable:

The data or information must be able to be
accessed at any time during the defined retention
period.

* Enduring:
The data or information must be maintained,

intact, and accessible throughout their defined
retention period.

*Consistent:
The data are presented, recorded, dated, or
time-stamped in the expected and defined

sequence «dmc«m’ en& 3o YUk 0
e e (ajaéfn’/”*
. Comglete Lq»Ja Lo
Information that is crltlcal to recreating l

and understanding an event. This would

include any repeat or reanalysis

rform n a laborator mple.
performed on a laboratory test sample o
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In the era of

_d\o)b}’o/j))xp} information

revolution, the Data

ALCOA+ is a quite

integrity is very crucial -

for every validation _7
in every

process

ty
. @l - |f the data
rnanufact% is available easily and
TGSy, complete in nature
G that helps to make
CREEEEED - corrective action plans
= ST for past discrepancies.
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Example of Data Integrity - Lab
Analysis

e ——

= Scenario: A technician tests a raw material sample in a quality

O

splodiahoacly

time; and'initials. Jo tifable s gnoeii 79e HIICIW 4 dﬁ&gﬁ;ﬁ&w
©- Results d” fe; 0 E T
system.

= gRecording results from memory later, leading

to inaccuracies. sl b5 > 375 e 10i8)
bJsE)Bys

1



Example of Data Integrity -
Manufacturing Batch Record

—

= Scenario:

@W

job@‘_z w _m)w%
p}u)o My oo =it
;_Superwsors instruct workers to s |gn off on

steps not actually completed, creating false records.
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The Link Between Compliance and Data
Integrity

Think of it this way: Compl
: e T o
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Why are Compliance and Data
Integrity Important?

e e —

» Compliance and Data Integrity ensure:éDalG— m&.%ﬁ% Jlu]

- Patient Safety: Safe and effective medicines.

- Product Quality: Consistent manufacturing and control.
- Legal and Ethical Obligations: Meeting regulatory requirements.
Ns
e-ud®- Public Trust: Confidence in medicines.

- Avoiding Regulatory Action: Preventing fines, recalls, or license

suspension.

- Business Reputation: Preserving trust and brand image.

a_etul
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rTL\ﬁI Legal and

Gloydup?
WW Warning Letters from Regulatory Agencies.
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Consequences of Non-Compliance

and Data Integrity Issues

1o | ' = i
Regulatory Consequences:

= Civil penalties, lawsuits, and injunctions against production or marketing.

Risk of product recalls and stringent regulatory oversight. __’:NQ IE_QS‘U
U _Operational and Supply Chain Disruption: —U‘I’Vw
3d§U‘M = Costs of addressing regulatory issues and implementing corrective
ﬁ]l,!b)‘ measures.

= Long-term supply chain impacts and loss of market share.

U Loss of Public Trust:

Credibility of companies and involved regulators questioned.

—~

Diminished trust in pharmaceutical products and processes.
U Significant Financial Penalties

EJEI Suspension of Licenses.

vl Potential Harm to Patients.
U Reputational Damage.

N




Example of a Compliance Issue -
Failure to Follow SOPs

e —

Scenario: SOP outlines steps for cleaning equipment
between products.

Non-Compliance: Skipping a crucial cleaning step to save

time. ks 1o1Gw ok

Consequences: Cross-contamination of next product,
potentially causing adverse effects in patients.

21

Example of a Data Integrity
Issue - Backdating Records

e —

Scenario: Laboratory analyst realizes a test wasn 't performed
on time. ﬁ“ ah s Sl keddaws Y7 (g2 =
ol i i

Data Integrity Breach: Backdating the record to make it appear
performed within the timeframe.

T S
,@Mj\fji der(sc g
Consequences: Mask potential delay, impacting product quality

and Compromising data integrity.
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Building a Culture of Compliance
and Data Integrity

A strong organizational culture requires:

f— : ‘-\IO Clear Policies Regular Training and
ails (Leadership wd\ﬂc and

Education. mé ED_FGJ
W Procedures. 1@!\\ o)
documenlaes _

Q Y

Ethical Open
Behavior. Communication

b J\;unggl.:i_péa _}945»«:»55

& Commitment.

21 CFR: The Foundation for Data
Integrity in Pharma

-

, Guidance for Industry
oldip) 'wiso® Part 11, Electronic Records;
==l Electronic Signatures — Scope
and Application
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What is 21 CFR Part 11?

electronic records and electronic signatures within FDA-regulated
industries, including pharmaceu‘ucaisf
_—

e |t sets forth the criteria under which electronic records and electronic
signatures are considered trustworthy, rﬁjiable, and equivalent to paper

records and handwritten signatures. (i "\Jf@'&-fj) k"lt_, cleclome d=J

e With the increasing reliance on computer systems, the FDA recognized the
need to establish regulations for managing data and signatures in the digital
environment.

e Part 11 ensures that electronic records are as accurate, reliable, and
secure as traditional paper records, maintaining data integrity in a digital
context.

25

21 CFR: The Regulatory Compass for
Data Integrity

—

* The Code of Federal Regulations (CFR), Title 21, outlines the fundamental
requirements for data integrity and record-keeping in the pharmaceutical
industry. It's not just a suggestion; it's the law.

. Why is 21 CFR Important?
- Provides the legal framework for ensuring the safety, efficacy, and quality
of drug products.eledfomc fed Jbaile da!a\MéSﬁQy FY
- Mandates rigorous controls over data and records to prevent fraud,

errors, and omissions. (plg o\b,w JEsy

- Enables regulatory agencies like the FDA to effectively oversee and
inspect pharmaceutical operations.

Focus: Maintaining trust in the reliability and accuracy of data submitted to
regulatory bodies and used for critical decision-making.

e



CFR Part 11: Embracing Electronic
Records and Signatures

e —

. Focus on Electronic Systems: Part 11 addresses the use of electronic records
and electronic signatures, which are now prevalent in the pharmaceutical
industry.

Key Requirements of Part 11:

- System Validation: Ensuring that computer systems perform as intended
and are fit for their intended use. | '
' h ' I

Lﬂk ‘3 Auﬁ%_s_Secure computer-generated, time-stamped electronic records

O‘“‘ij a) that allow for reconstruction of the course of events relating to the

jl))ch Oa,ql)u creation, modification, or deletion of an electronic record. die r Jafg

Data Security: Implementing controls to protect the |ntegr|t autkqé%"f-‘ijuty,

\_);3)\&_ @mj\q‘dg()dr\pand confidentiality of electronic records.

' - Electronic Signatures: Ensuring that electronic signatures are equivalent to
han written signatures, attributable, and secure.

WS P

. Impact: Part 11 enables the use of efficient electronic systems while ensuring
data integrity is maintained in the digital environment.

5)9\[ l(_S ‘Tuk
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How 21 CFR translates to daily
practices

e —

Detailed Documentation: Precisely recording all actions, observations, and
deviations at the time they occur, adhering to ALCOA principles. (N bf’,OPp \egl

Controlled Access: Limiting access to systems and records to authorized
personnel to prevent unauthorized changes.

d .
Regular'Backups: Establishing procedures for backing up electronic data to
prevent data loss.

Periodic Reviews: Conducting regular reviews of records and systems to
ensure compliance with 21 CFR requirements.

Training: Ensuring that personnel are adequately trained on 21 CFR
requirements and data integrity principles.

20



I Key Takeaways

Compliance means adhering to regulations.

Data Integrity ensures trustworthy, accurate, and complete
information.

comPliane & Dale "\'%f'l@"
Both are fundamental to patient safety and product quality.

As future pharmacists, uphold these
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Thank you
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